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Abstract: With the limitation of controllability of the existing Internet architecture, the existing secure e-mail technology
such as certified e-mail can only post detection but cannot source restraining on e-mail repudiation. Based on the idea of
control and data separation of software-defined networking technology, by means of bypass attaching customized repu-
diation restrain unit to the traditional e-mail model. An e-mail repudiation source restraining method was proposed with-
out destroying the existing e-mail structure. After presenting e-mail evidence binding protocol, repudiation behavior de-
tection algorithm, certified reputation evaluation model, and repudiation restraining strategy formation algorithm embed-
ded in repudiation restrain unit, the effectiveness were tested of the proposed method in 4 cross scenarios. The experi-
mental results show that, under the premise of compatibility with the current e-mail system, the method can source re-
strain e-mail repudiation effectively.
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